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[JWT Valid]

APP-Service Memcachednginx SentryAPP - NativeUser

3.4.2.6.1: Load Login View,
3.4.2.6: JWT Invalid with Error Message

3.4.2.5: proxypass http://<APPDomain>/mainPageAPI

{}

3: proxyPass request

3.4.2.3: JWTSession{LAST_ACCESSED_TIME, SESSION_TIME_OUT, FINGER_PRINT}

3.4.2.1: extract TokenID from Header

3.4.2.2: get(TokenID)

3.3: set(TokenID,
JWTSession{LAST_ACCESSED_TIME, SESSION_TIME_OUT, FINGER_PRINT})

3.4.2.5.1: Response for http://<APPDomain>/mainPageAPI

3.4.2.4: Validate the JWT

3.4.2: https://<APPDomain>/mainPageAPI with X-AUTH-TOEKN HEADER

3.4: Response with X-AUTH-TOKEN header

3.2: create JWT and attach to response header

3.1: Validate Credentials

2.1: <APPDomain>/authenticate?UName, Pwd & ...

3.4.2.5.1.1: Load APP Main View

1.2: Load Login View,

3.4.1: store X-AUTH-TOKEN in iOS store

2: User enters UName, Pwd

1.1: Check if JWT is  present in iOS Store

1: Load APP Main View

Powered ByVisual Paradigm Community Edition


